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Chapter 7

Impacts of COVID-19 and the
Increasing Use of Technology
for Financial Institutions

FTI Consulting

Introduction

On December 3, 2018, the Board of Governors of the Federal
Reserve System, Federal Deposit Insurance Corporation,
Financial Crimes Enforcement Network (FinCEN), National
Credit Union Administration, and Office of the Comptroller
of the Currency (OCC) issued a joint statement encouraging
banks to implement innovative approaches to meet their Bank
Secrecy Act (BSA)/anti-money laundering (AML) obligations.
When discussing artificial intelligence (AI) and digital iden-
tity technologies, the statement said, “[t/hese innovations and
technologies can strengthen BSA/AML compliance approaches
and enhance transaction monitoring systems”.! The regula-
tors also noted that there would be no penalty if the approaches
did not work or found issues that the bank’s current system
did not detect.? In May 2019, FinCEN created the Innovation
Hours Program to promote responsible AML innovation. The
Program allowed FinCEN to get a better understanding of new
technologies. FinCEN staff learned about several key themes,
including AT and machine learning (ML).?

Issues Raised During the First Year of
COVID-19

According to the United Nations Office on Drugs and Crime,

2-5% of global GDP is laundered each year.* COVID-19 altered

the methods of money laundering as well as how banks look to

preventit. The Financial Action Task Force (FATT), in their May

2020 report “COVID-19-related Money Laundering and Terrorist

Financing Risks and Policy Responses”, laid out the money-laun-

dering vulnerabilities that banks faced during the height of the

pandemic, including:

m  criminals bypassing customer due diligence (CDD)
measures;

[ increased misuse of online financial services and virtual
assets;

] exploiting economic stimulus measures;

] increased use of unregulated financial sector;

m  misuse and misappropriation of financial aid (corruption
and consequent money-laundering risk); and

[ criminals exploiting COVID-19 and the associated
economic downturn to move into new cash-intensive and
high-liquidity lines of business in developing countries.’

In December 2020, FATF issued an updated report and noted

an increase in cyber-related scams “in particular email and SMS

phishing schemes”.* Additionally, FInCEN also issued adviso-

ries related to ransomware and cybercrime, including cyber-

enabled financial crime, to alert covered institutions to predom-

inant trends, typologies and potential indicators.” FinCEN also

ICLG.com

Stella M. Mendes

Greg Moscow

advised institutions that criminals are increasingly exploiting the
pandemic through various tactics such as business email compro-
mise, phishing scams, remote applications and other fraudulent
schemes, especially against financial and healthcare systems.?

As the typologies of money laundering shift, banks need to
ensure they have the flexibility to capture the new AML risk.
The old rule-based approach to transaction monitoring coupled
with CDD requirements helped banks establish their compliance
programmes to be in accordance with best practices and industry
regulations.” However, in order to maintain a well-functioning
compliance programme, banks must adapt to the new AML
risks. Financial institutions (FIs) and fintechs must also realise
the importance of consumers’ increasing appetite and trust for a
digital-first approach to their finances. Customers are looking
for security in their transactions and convenience; to achieve
this, FIs will need to continue enhancing their efforts and align-
ment with market trends.

AML Compliance

Banks have responded to new methods of money laundering in
a number of ways, including to update their rules and use AI/
ML to improve what has become a check-the-box approach.
Decision-making based on “defensive box-ticking approaches
to risk, rather than applying a genuinely risk-based approach” is
not helping banks to understand their risks."

In 2019, LexisNexis looked at the true cost of AML compliance
and found that U.S. financial services firms spend $26.4 billion
on AML compliance a year.! The LexisNexis survey noted
that “[sjmaller firms are more challenged with AML compli-
ance”, and that “they tend to leverage compliance technologies
less”.” The survey asked Fls about their current use of new tech-
nology and services for AML compliance, and found that 25%
of respondents said they used AI and ML."® At this point, tech-
nology cannot serve as a substitute for due diligence, and Know
Your Customer (KYC): Paycheck Protection Programs loans
processed by fintech firms were more likely to be obtained fraud-
ulently. In “The impact of Covid on machine learning and data
science in UK banking”, 50% of UK banks surveyed indicated
that they expected an increase in the importance of ML for future
operations.”

As banks look for ways to maintain or enhance their AML
programmes while saving money, Al and ML offer solutions.
Some FIs have already begun integrating AI/ML into their
compliance programmes; but, according to a 2021 SAS study,
33% of FIs accelerated the integration process once COVID-19
hit.'* Additionally, 57% of respondents said their institutions
have either deployed AI/ML into their AML compliance process
ot are planning a pilot programme to do so by February 2023."
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For FIs to prepare for the upcoming regulations and increased
enforcement, a strong compliance programme for AML, BSA
and sanctions is the best place to start and build upon going
forward. Every institution should ensure that its policies, proce-
dures and risk assessments address new regulations, and that its
system of internal controls reflects recent changes. Institutions
should also test these to determine whether their internal controls
can effectively detect and identify possible breaches of policies
and procedures.

As these regulators continue to add more expectations for
AML compliance programmes, banks face tremendous pressure
to keep up. Many processes are carried out manually and are
time-consuming: KYC compliance; fraud prevention; and AML
are some examples. With AI/ML, there is an opportunity to
stteamline the manual tasks that happen behind the scenes. AI/
ML can dramatically alter the banking landscape, giving rise to a
new era of technological progress.

As AI/ML become more prevalent in AML compliance
programmes, banks will need to demonstrate that they under-
stand the technology they are using. It is easy for banks to
explain their rules-based approach to combatting money laun-
dering. The OCC views AI/ML as a new model that is subject
to the Supervisory Guidance on Model Risk Management (SR
11-7)."® Banks that use AI/ML models must undetstand, validate
and challenge the results they receive, and as banks transition to
using more AI/ML models, it is crucial for them to continue to
follow these guidelines. As such models become more complex,
there is a concern that they will become “black-box” models with
incomprehensible behaviour.”” Fls must ensure they understand
and validate the results of the outputs of AI/ML. An additional
concern for FIs is whether the initial data set has an implicit bias;
in order to ensure that the data going into AI/ML is accurate, FIs
must, at least on a yeatly basis, go through a validation process.””

In 2022 and beyond, banks will continue to explore and
implement innovative AI/ML solutions, increasing their ability
to maintain risk-based compliance programmes. The data
provided by AI/ML will enable FIs to better understand their
inherent risk, their controls and their residual risk. The ability to
correctly allocate resources will help banks to improve produc-
tivity and cut costs. Additionally, as the digitisation of customer
identity and KYC processes continues, more people will have
access to the banking system.?

With technology including AI/ML progressing tapidly in
this space, we will see them become a standard tool in many
processes, including data analysis. We are already seeing this
in the fintech space, where companies have shown that tech-
nology can help provide customers with a better experience.
Banks should consider digitising their KYC processes sooner
rather than later to stay in competition with fintech startups,
whose businesses will have experienced growth and evolution
from the get-go; they will also come without legacy systems that
many banks have had to grow around. Since 2019, there has
been an increase in the number of fintechs and banks partnering
with one another: in 2019, fintechs averaged 1.3 partnerships
pet institution, a number that grew to 2.5 in 2021.%

Regulators have encouraged banks to implement innovative
approaches to meet their compliance obligations and to better
protect the financial system from illicit financial activity.”
Banks are continuing to look for more intelligent, data-driven
processing to combat financial crime. AI/ML can assist FIs in
detecting fraud and ensuring regulatory compliance by reducing
the risk of non-compliance with KYC requirements.?*
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With the addition of technologies such as AI/ML, FIs should
review legacy processes, including policies and procedures
within the bank, and determine if there are ways to digitise
the processes. Additionally, FIs should reduce staff interven-
tion — where manual customer reviews occur on an exception
basis only, freeing up staff to concentrate on higher risk func-
tions, while still meeting KYC compliance requirements and
improving interaction with clients. Al and ML are at a tipping
point; banks need to be able to adopt these technologies in order
to compete and stay compliant. Al and ML have changed the
banking landscape permanently, impacting everything from
customer experience to regulatory compliance; and in the years
to come, we will see even more dramatic advances in this space.”

Banks that have a solid understanding of their customers and
create a strategy around AI/ML today will be well positioned to
take advantage of these opportunities as they arise in the years
to come. In a recent press release, Kieran Beer’s comments to
SAS stated: “As regulators across the world increasingly judge
FIs’ compliance efforts based on the effectiveness of the intel-
ligence they provide to law enforcement, it’s no surprise 66%
of respondents believe regulators want their institutions to
leverage Al and machine learning.”

According to FTI Consulting’s Resilience Barometer, “52%
of North American financial services firms strongly agree that a
growing number of criminals are exploiting the financial system.
Yet just 26% are planning to reduce their portfolio of customers
which present a higher financial crime risk, compared to 41%
and 36%, respectively, for their counterparts in APAC and
EMEA. One interpretation is that North American firms are
more confident than their global counterparts in their screening
arrangements and financial crime control frameworks — and
that previous de-risking exercises have already ‘done the job™.?
As technology advances, we will continue to see developments
in fighting financial crime and mitigating sanctions risk; and
as criminals evolve, so must businesses. According to the FTI
Resilience Barometer, 44% of large G20 companies surveyed
have already invested — or are planning to invest — in dedicated
technology to conduct due diligence, monitoring and support
investigations in 2022 (see Fig. 1). There are some investigative
software platforms that allow companies to conduct detailed
transactional analyses, including identification and clustering of
high-risk wallet address and tracing of virtual currency trans-
actions. FIs and fintechs can use these technologies to better
understand the risk cryptocurrency transactions represent.

Fig. 1: Current and future plans in relation to financial
crime risk

0% 10% 20% 30% 40% 50%
Reduce portfolio of customers which
present a higher financial crime risk _ 33%
Reduce product and service offerings
i e offerings N 5
presenting a higher financial crime risk
Revision to the company’s governance _ !
framework and reporting arrangements 35%
Revision to the company'’s culture and _ 37%
training and awareness programme °
Conduct event-driven reviews of _ 36%
customer due diligence 6
Invest in dedicated technology to conduct — 44%
due diligence, monitoring and investigations
Conduct a review or heartcheck of the _ 41%

company’s financial crime arrangments

None - we are not taking actions in - 6%
relation to financial crime risk
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Impacts of COVID-19 and the Increasing Use of Technology for Financial Institutions

Cryptocurrency

Both the use of and investments in cryptocurrencies have signif-
icantly increased since the onset of COVID-19. On March 1,
2020, there were 7,119 Bitcoin ATMs globally. By March 1, 2022,
there were 36,023.% During the ongoing COVID-19 pandemic,
people have used crypto assets for loans and other traditional
banking transactions. Seeing the increase in use of cryptocur-
rencies, regulators have strengthened their focus in this area and,
as the pandemic continues, we will see further developments;
for example, President Biden’s Executive Order on strategy and
development of digital assets and crypto.” The Order outlines
the implications of digital assets in consumer protection, finan-
cial stability, national security, illicit financing and climate risk.

FIs must comply with AML rules, KYC regulations and
appropriate sanctions. Now more than ever, the digital asset
industry must articulate its value and provide responsible regu-
latory compliance standards, as cryptocurrency and blockchain
are no longer prospects of the future. More than 80% of G20
organisations are now considering implementing these technol-
ogies, and 66% are currently piloting or exploring how block-
chain and digital assets can play a role in their business offering
(see Fig. 2). The appetite for adoption is highest in China (85%)
and India (83%).%

Fig. 2: Areas companies face or anticipate regulatory or
government investigations

0% 5% 10% 15% 20% 25% 30% 35%

Market domi and anti-trust T 7%
Insider trading and / or market abuse 21%

Tax practices |
= . . 9 i 25%
Financial crime and sanctions compliance _24%
Sustainability / ESG practices |
Fraud and/ or financial misstatement _22%24%
Use of state aid and goverment support —23% 27%
3 2 27%
Use of third party data or data privacy | — 77/
e °
26%
Relationship with public bodies / — 30%
25%

government contracts

15%
None - we are not/do not expect || 6%,

to experience investigations

M September 2021 M January 2022

conduct and of

With the continuous shift in the operating landscape, such as
a more hybrid workforce, threats have evolved and organisa-
tions face a range of cybersecurity risks, including new phishing
or social engineering techniques, the use of personal devices
while working remotely and emerging technologies. Among
Chief Information Security Officers (CISOs), 43% believe new
and emerging technologies, such as blockchain and Al, are the
top risks — contradictorily, 66% of respondents are piloting
or exploring how blockchain and digital assets can play a role
in their business offering, suggesting that they see benefits in
adopting new technology despite the risks.”!

A fact sheet recently issued by FinCEN encourages informa-
tion sharing among covered institutions, under a safe harbour
provision of the BSA that offers protections from civil liability
in order to better identify and report potential money laundering
or terrorist financing.” There is a higher burden on Fls, as they
are required to detect suspicious activity that results from cyber-
crime. Fls are also required to report potential wrongdoing
in their everyday transactions with suspicious activity reports
(SARs). This leads FIs to strengthen their mechanisms that
review and monitor systems, and continue to evaluate the trans-
actions that happen within them. This also identifies a greater
need to have workers with the skillset to be able to identify
illegal activities and report them immediately.
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In September 2021, the U.S. Treasury Department’s Office of
Foreign Assets Control (OFAC) issued an updated advisory on
potential sanctions risks for facilitating ransomware payments,
designed to disrupt criminal networks and virtual currency
exchanges. Regulators expect Fls to have robust processes in
place to assess and identify sanctions risks, particularly associ-
ated with clients, and take appropriate steps to mitigate those
risks. FIs have an increasing number of issues to consider when
performing KYC due diligence and transaction sanctions moni-
toring. The sanctions due diligence that a FI or regulated entity
conducts at the outset of a client relationship or transaction, and
petiodically thereafter, is critical to managing sanctions risk.™

More than ever, FIs must be able to identify emerging sanc-
tions risks and respond with appropriate measures. Fintech is
an emerging area in which FIs must understand their legal obli-
gations and risk exposure. Digital currencies, particulatly cryp-
tocurrency, present heightened sanctions risks. Institutions
that have not created cryptocurrency-related offerings for their
customers (e.g., trade or custody of cryptocurrency, investment in
cryptocurrency exchanges) face potential sanctions risks associ-
ated with cryptocurrency, since it can be used to evade sanctions.
The ability to identify potential cryptocurrency-related transac-
tions, including those related to sanctions evasion, is critical.

While companies continued to focus on maintaining business
and solvency during the eatlier period of the pandemic, many
corporations de-prioritised substantial compliance and informa-
tion governance programmes. We also see that the incidence
and impact of data breaches do not appear to be lessening, and
thete is a critical need for reinvestment in and renewed focus
on information governance and privacy programmes. Overall,
many organisations expect their data risk to increase in the
coming year.

Case Studies

FTT Consulting was engaged as the independent consultant on
behalf of the regulators to conduct a comprehensive review of
the New York branch of a global European bank’s current BSA/
AML and sanctions compliance programme, as well as a trans-
action review and testing. The review included an assessment of
the bank’s policies, procedures and processes as well as an eval-
uation of the controls in place.

FTI reviewed all aspects of the programme, including areas
such as training, staffing, management oversight, independent
testing and “rule book” testing. FTI also tested and verified
the remediation of deficiencies in the bank’s BSA/AML compli-
ance programme that were identified by the compliance review,
and audited the results of a transaction lookback the bank was
to complete.

The work focused on the following components of the
bank’s BSA/AML compliance programme: suspicious activity
monitoring and reporting; CDD; internal audit; and corporate
governance and management oversight. FTT’s role in analysing
and testing the bank’s remediation efforts required two years of
close coordination and communication with the bank and the
regulator, during which time the bank made major structural
changes to its compliance programme, business model, core
operations and strategic priorities.

Conclusion

FIs and companies need to be aware of the radical changes
brought on by the COVID-19 pandemic, not just from emerging
COVID variants, but from new technologies and how they
can best be implemented into everyday transactions. Whether
businesses are trying to enhance their practices, engage more
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effectively with their customers or effectively enhance their
operations, they will need to explore and maintain best prac-
tices. Businesses will take varied approaches to leverage the
opportunities presented by the pandemic and new technologies,
but when it comes to compliance, they must be aligned with
the stance of regulators and how new legislation will affect each
aspect of their business.

With the rise of digital assets and virtual currencies, money
laundering and financial crimes have become an even more
imminent danger to the stability of FIs. Regulatory agencies
worldwide ate encouraging FIs to implement AI/ML tools to
help combat these crimes. In a rapidly evolving industry, each
FI should continue to assess its readiness for increased over-
sight and apply new technologies and techniques to achieve the
highest standards of compliance.
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